PexoMennanuy KJIneHTaM
OO0mrecTBa ¢ OrPAHUYEHHON O0TBETCTBEHHOCThIO « MHBecTHIMOHHAsI KoMNIaHusl «BuBaiiT»
110 3aIKMTe HH(POPMALMHU B LEJISIX NPOTUBOAEHCTBUA HE3AKOHHBIM (PMHAHCOBBIM ONlepaLus

B cootBercTBHEe ¢ TpeboBanmsmu Ilonoxenus banka Poccuu ot 20.04.2021 N 757-I1 «O6
YCTQHOBJICHUH OO0S3aTEIbHBIX JJIs HEKPEAUTHBIX (DUHAHCOBBIX OpraHU3alUil TpeOOBaHM K
o0ecreyeHn0 3auuThl UH(QOpPMAlMKU MPU OCYIIECTBICHUU NESATEIBHOCTH B chepe (hHHAHCOBBIX
PBIHKOB B IIEJIAX MPOTUBOACHCTBUSI OCYIIECTBICHUIO HE3aKOHHBIX (DMHAHCOBBIX OIMEpaIHii»
OO011ecTBO C OrpaHUYEHHONW OTBETCTBEHHOCThIO «MHBecTHLIMOHHAs KoMnaHusi «BuBaiiTy (nanee mo
TekcTy - OpraHuzanus) JOBOJUT JO Balllero CBEJCHUS OCHOBHBIE PEKOMEHIAIMU IO 3alluTe
uHpOpPMALlUK OT BO3JCHCTBUS MPOTPAMMHBIX KOJOB, HPUBOAALIMX K HApYIIEHUIO MITaTHOTO
(GYHKIIMOHUPOBAHUSI  CPEJCTB  BBIYUCIUTENIbHONM TEXHUKH (BPEIOHOCHBIM KOJA), B IENAX
IPOTHBOACHCTBUS HE3AKOHHBIM (PHAHCOBBIM OTICPAIIHSIM.

PexoMeHnmanmu 1o CcoOIOACHHI0O WHPOPMAIIMOHHOW 0€301MacHOCTH (COBOKYITHOCTH Mep,
NPUMEHEHHE KOTOPBIX HANpPaBJICHO Ha HEMOCPEACTBEHHOE oOecreueHue 3auluThl WH(GOpMAaIny,
MIPOLIECCOB, PECYPCHOTO M OPraHMU3AIlMOHHOTO OOecredeHus, HEOOXOJUMOro A MPUMEHEHUS
yKa3aHHBIX Mep 3amuThl (31ech u nanee tepmunbl u3 [OCT P 57580.1-2017) He rapanTupyrOT
obecrnieueHre KOHPUIACHIIMATBFHOCTH, IEIOCTHOCTH U JIOCTYIMHOCTH MH(POPMAINH, HO MO3BOJISIOT B
LEJIOM CHMU3UTh PHUCKUM HH(OPMALMOHHOW O€30MacHOCTM ¥ MHUHHUMHU3HPOBAThb BO3MOXKHbBIE
HEraTUBHBIE MOCIEACTBUA B CIIy4ae UX pean3aluu.

B cBia3u ¢ teMm, yto TpeOoBaHMA MH(POPMALUOHHOW OE30IAaCHOCTH TaK K€ MOTYT OBITh
OTpaXE€Hbl B JIOTOBOpax, perilaMeHTax, IpaBWilaXx M HHBIX JoKyMeHTax OpraHuzanuy,
pErIaMEeHTHPYIOIIUX MPEJOCTaBICHUE YCIyT/CepBUCOB, HACTOsIIUE PekoMeHIanuu OeicTBYIOT B
YacTH HE MPOTUBOPEYALIEH MOJIOKEHUSM BHYTPEHHUX IOKYMEHTOB.

B nmensx cHmwKeHMs pHCKa peanu3alid HMHIUAEHTOB HH(GOPMAlMOHHOM 0e30macHOCTH
(TOCT P 57580.1-2017) — HexenaTebHbIC MM HEOXHUIAHHBIC COOBITHS 3alUTHl MH(OPMALIUH,
KOTOpblE MOTYT MPHUBECTH K PHUCKY HApYLIEHHUs BBINOJHEHUsS OW3HEC-POLecCcOoB (KIMEHTa),
TEXHOJOTMYECKUX MPOIECCOB OPraHU3alllK U (WJIK) HAPYIIUTh KOH(DUACHIIMATBHOCTH, IIEJIOCTHOCTH
U JIOCTYITHOCTH UH(OPMALIUU BCIIEACTBUE!

¢ HECAaHKIIMOHMPOBAHHOTO JIOCTYTIA K Balleld MHPOPMALIUH JIUI[aMH, He 00J1aJar0IuMU

IIPaBOM OCYIIIECTBIICHUS 3HAUYMMBIX (KPUTHUYHBIX) orniepanui (B T.4. (UHAHCOBBIX);

e [0TepH (XUIIEHUS) HOCUTEINIEH KITtoUeH 3JeKTPOHHOM MOANKCH, C UCIIOIb30BAHUEM
KOTOPBIX, OCYIIECTBIISIOTCSI KpUTHYHBIC ((PUHAHCOBBIC) OTIepalniy;

® BO3/CUCTBUS BPEAOHOCHOIO KO/Ia HA YCTPOMCTBA, C KOTOPBIX COBEPIIAIOTCS KPUTHUYHBIE
(¢bunaHCcOBBIC) OMEpaIny;

® COBEpIIEHHS B OTHOIIEHUH Bac MHBIX MPOTHUBOIIPABHBIX JACHCTBHIA, CBA3aHHBIX C
MH(}OPMALIMOHHON 6€30MaCHOCTHIO.

Pexomenayercst cobmofath psii NpodMIAKTHYECKUX MEpONpPUATUH, HANpaBICHHBIX Ha
MOBBIIIEHNE  YPOBHS  HMH(OPMAIIMOHHOMW  0E30MacHOCTH TPU  HUCIOJIB30BAHUU  OOBEKTOB
uHpopMaTH3aluK (COBOKYITHOCTH OOBEKTOB, PECYPCOB, CPEJCTB U CUCTEM 00pabOTKH MH(OPMAIIIH,
B T.4. aBTOMaTHU3WPOBAaHHBIX CHUCTEM, HCIIOJIB3YEMBIX /ISl oOecrieueHus: nHopMaTH3auu OU3HeC-
nporieccoB (COCT P 57580.1-2017) Opranuzanumu.

BHuMaTenpHO M3y4HTE JOTOBOP, MPUIIOKEHUS K JOTOBOPY U MHBIE TOKYMEHTHI, CBSI3aHHBIE C
UCTIOJTHEHUEM JIOTOBOpA, O3HAKOMBTECh C pa3/iellaMd, TOCBSIICHHBIMA HH()OPMAIMOHHON
6€301acCHOCTH/KOH (U ACHIUAITBHOCTH.

1) IIpu ocymecTBieHNMN KPUTHYHBLIX (PUHAHCOBBLIX) OmepalMii CleAyeT NMPHHUMATH BO

BHUMAHHUEC PUCK TMOJIYUYCHHUA TPCTbUMH JIMIOAMU HECAHKIMUOHHUPOBAHHOI'0 AO0CTyHa K
3alMIaeMol MHPOPMALIMHU C LIETIbI0 OCYLIECTBICHHUs (PMHAHCOBBIX ONepaluil JUlaMu, He




00JafalomMy MIPaBOM HMX OCYILIECTBJICHUS, TAaKUE PHUCKHM MOTYT OBbITh OOYCIIOBIIEHBI
BKJIIOYasi, HO HE OTPAHUYMBASICH CIACAYIOIUMH PUMEPAMU:

a.

Kpaska nmaposst u uaeHTHgUKaTOpa J0CTyNa WIK UHBIX KOHPUAECHINAIBHBIX JaHHBIX,
Hanpumep, CVV\CVC Homepa KapThl, KIIFOYEH SJIEKTPOHHOMN MOANUCH/ I (POBAHHUS
HOCPEJICTBOM TEXHMUYECKHX CPEICTB WU/WIM BPEJOHOCHOTO KOJAa; M HCIIOJIb30BaHUE
3JIOyMBIIIJIEHHUKAMU ~ YKa3aHHBIX  JaHHBIX C  JPYTUX  YCTPOWCTB  JUId
HECaHKIIMOHUPOBAHHOTO JA0OCTYIIA;

YcraHoBKa Ha  YCTPOMCTBO  BPEAOHOCHOTO  KOJQ,  KOTOPBIM  IO3BOJIAT
3JI0YMBIIIJIEHHUKaM OCYIECTBUTh KPUTUYHBIE orlepaliuy oT Barmiero umenu;
HMcnonb30BaHust 3I0yMBIIIUICHHUKOM YTEPSIHHOTO WK yKpageHHoro tenedona (SIM
kapThl) A nosydeHuss CMC ko0B, KOTOpbIE MOTYT IpUMEHAThCs Opranusanueil B
Ka4yecTBE JIONOJHUTEIbHOM 3alUThl A HECAHKIIMOHMPOBAHHBIX (UHAHCOBBIX
oTepalnui, YTO TMO3BOJIUT UM OOOMTH 3aIIUTY;

Kpaxkxa nnM HECaHKIMOHUPOBAHHBI JOCTYH K YCTPOMCTBY, C KOTOpOoro Bel
NoJIb3yeTech yciyramu/cepsucamu OpraHu3aluy JJIsi TOJXYYEHUS JaHHBIX W/WIH
HECaHKIIMOHMPOBAHHOTO A0CTYyNa K cepBrcaM OpraHuzaluy ¢ 3TOro yCTpoucTBa;
[Tony4yenue naposis v uaeHTUUKaTOpa noctyna u/wim koga u3 CMC n/unm KogoBoro
CJIOBA U MIPOYUX KOH(MUCHIMAIBHBIX IaHHBIX, B T.4. IACHOPTHBIX JAHHBIX, HOMEPOB
CYeTOB H T.J. IyTeM oOMaHa W/WIKM 3JI0ynoTpeOlIeHus JOBEpHEM, KOTraa
3JIOYMBIIIJICHHUK TMPEACTaBIAETCS COTPYAHUKOM OpraHu3aluy WIM TEXHUYECKUM
CHEIMAJINCTOM WIM UCHOJIb3YEeT MHYIO JIETEHAY M MpocuT Bac coolmuth emy 3tu
CEKpEeTHbIC JAaHHbIC; WU HalpaBigeT NOJAEIbHbIE COOOIIEHUS IO 3JIEKTPOHHOM
MOYTE WJIM MUCHMO TI0 OOBIYHOM 1OYTE C MPOCKOOI MPe10CTaBUTh HHOOPMAITHIO HITH
COBEpPILIUTH JIeHiCTBHE, KOTOPOE MOXKET IPUBECTU K KOMIIPOMETALIUU YCTPONUCTBA;
[lepexBaTa 3JIEKTPOHHBIX COOOIIEHMM M TMOJIyY€HUS HECAaHKLHOHHUPOBAHHOIO
JIOCTyIa K BBIIUCKAaM, oT4eTaM M Ipodell ¢uHaHcoBOM MHpopmaiuu, ecau Baia
AIIEKTPOHHAS [TOYTA UCIIOIB3YETCs Ui MHPOPMAMOHHOTO oOMeHa ¢ OpraHu3anueii.
Wnu B ciaydae mosydeHUs JOCTyNa K Balled 3JIEKTPOHHOW IodyTe, OTIpaBKa
co0011IeHUH OT Balero MMeHu B Opranuzanuio.

2) ns cHmKeHust pucka GUHAHCOBBIX OTEPD:

a.

b.

ObecnieubTe 3alllUTy YCTPOMCTBA, C KOTOPOrO BBl IOJB3YETECh YCIyraMu
Opranuzanuy, K TakdM MepaM BKIIOYas, HO HE OrPaHUYUBAsCh MOTYT OBITh
OTHECEHBI:

e llcionb30BaHNe TOJIBKO JIMLEH3MOHHOTO IMPOrpaMMHOTO OOecledeHus,
MIOJIyYEHHOT'O U3 IOBEPEHHBIX HCTOUHUKOB;

e 3anpeT Ha YCTAaHOBKY IIPOrpaMM M3 HEMPOBEPEHHBIX HCTOUHUKOB

e Hanmnuue cpeactBa 3amuThl, TaKUX KakK: aHTUBUPYC (C pErylspHO U
CBOEBPEMEHHO OOHOBIIIEMBIMU 0a3aMu), NEPCOHAIBHBIN MEXKCETEBOM IKPaH;

e Hactpoiika mpaB JocTyna K YCTPOWCTBY C LEJIbI0 MPEAOTBPALICHUS
HECaHKIMOHUPOBAHHOTO JIOCTYTIA;

e XpaHeHMe, MCIIOJIb30BaHHE YCTPOMCTBA C LENbI0O M30€XKaTh PUCKOB KPaXKU
U/WIN yTepu;

e CBoeBpeMeHHbIE OOHOBJICHHS ONEPALMOHHON CHUCTEMbI, OCOOEHHO B YacTH
oOHOBieHUl Oe3zomacHocTu. MMmeliTe B BHIy, 4TO OOHOBJIEHHS CHUKAIOT
PUCKM  3apaK€HUS BPEJOHOCHBIM KOAOM. 3JIOyMBIIUIEHHUKH YacTo
HCIIOJIb3YIOT CTaphle YS3BUMOCTH;

¢ AKTHBaIMS MApPOJIHHON WIIM WHOM 3aIUTHI TSl TOCTYMA K YCTPOHCTRY.

ObecneubTe KOH(UICHINAIBHOCTb!

e XpaHuTe B TailHE ayTeHTU(DHKAIMOHHBIC/MACHTH(UKAIIMOHHBIE TaHHBIE U
KJII04YeBYI0 MH(popManuio, noiydeHHole oT Opranuzanuu: mnapoiu, CMC
KOJbI, KOJOBBIE CJIOBA, KIJIIOUM BJIEKTPOHHOM moanucu/mudpoBaHus, a B



cilydyae KOMIIPOMETAllMM HEMEJIEHHO NPHUMHUTE MeEpbl Ul CMEHBI H/WIU
OJIOKMPOBKH;

e CoOmnrofaiiTe NMPUHLMII Pa3yMHOIO PAacKpbITHS HH(OpManmuu o HoMepax
CUETOB, O BallIMX NACIOPTHBIX JaHHBIX, O HOMEpaX KPEAUTHBIX U Ae0ETOBBIX
kapt, 0 CVC\CVV kozax, B cilydae eciid y Bac 3alpalldBaOT YKa3aHHYIO
uHpopMaLMIO, B MNpuUBsA3Ke € cepBucaM OpraHuzaluyd IO BO3MOXKHOCTH
OLICHUTE CHUTYalMI0O M YTOYHHUTE MOJHOMOYHUS U MpPOLEAypy 4Uepes3
HE3aBUCHMBbIM KaHaji, Hampumep, uepe3 TeleOH KOHTAKT LEHTpa
Opranuzanuu.

c. IIposiBusiiTe OCTOPOKHOCTH U IIPELYCMOTPUTEIBHOCTD:

¢ bypTe OCTOPOXKHBI MPH TMOJYYEHHH 3JIEKTPOHHBIX TMHCEM CO CCBUIKAMU U
BJIOKCHUSIMH, OHM MOTYT IPHBECTH K 3apaXCHHUIO BAILErO YCTPOHCTBA
BPEIOHOCHBIM KO/I0M. BpeloHOCHBII KO, 1OoMNaB K BaM 4yepe3 3JIEKTPOHHYIO
MOYTY WJIM MHTEPHET CChUIKY Ha CAaWT, MOXKET MOJYYHTh JIOCTYI K JIHOOBIM
JAHHBIM U MH(OPMALMOHHBIM CHCTEMaM Ha BallleM YCTPOWCTBE;

e BHuMaTrenbHO MpoOBEpsANTE aapecaTa, OT KOTOPOrO MPUILUIO 3JIEKTPOHHOE
nucbMo. Bxossiiee 3JeKTpOHHOE MMCHhMO MOXKET OBbITh OT 3JI0YMBIIUICHHUKA,
KOTOPbII Mackupyetcs noj OpraHuzaliio WM UHbIX JOBEPEHHBIX JIHII;

¢ bybTe OCTOPOXKHBI MIPH MPOCMOTpPE/paboTe C MHTEpHET CaliTaMu, Tak Kak
BPEJOHOCHBIN KOJI MOKET OBITh 3aTPY>KEH C CaliTa;

e bynpTe OCTOPOXKHBI ¢ (haillaMu U3 HOBBIX MJIU «HEIOBEPEHHBIX)» HCTOUHUKOB
(B T.4. apXUBBI C ITapoJIeM, 3alIM(PpOBaHHBIE (ailsibl/apXUBBL, T.K. TAKOTO pojia
¢aiinbl He MOTYT OBITH IpOBEpeHbl aHTUBHUPYCHBIM 1O B aBTOMaTHueckom
peKUME);

e He 3axoauTe B CUCTEMBI yJAJIEHHOIO JOCTYIA C HEJOBEPEHHBIX YCTPONCTB,
KOTOpbIE BbI HE KOHTposmpyere. Ha Takux ycTpoHCTBaX MOXXET OBITh
BPEIOHOCHBIN KOJ, cOOMpAarouil Mapoiau U WACHTU(DHUKATOPHI JOCTYNA UIH
CHOCOOHBIN MTOAMEHHUTH OTIEPAIIHIO;

e Crnenute 3a uH(opmMarueil B npecce 1 Ha caiite OpraHu3alnuu O MOCIEAHUX
KPUTUYHBIX YSA3BUMOCTSIX U O BPEIOHOCHOM KOJIE;

e [I[py HamMuuum B paMKax Balllero MPOJYKTa CEepBHCAa KOHTAKT LEHTPA,
OCYILECTBIISINTE 3BOHOK TOJBKO IO HOMEpY TenedoHa, YyKa3aHHOMY B
JIOTOBOpE WM Ha ouumaibHoM caiite Opranusanuu. M umeiite B BUy, 4To
oT auuna OpraHu3alMd HE MOTYT MOCTYHaTh 3BOHKHM WJIM COOOIIEHUS, B
KOTOpBIX OT Bac TpeOyroT mnepenate CMC-kon, maponb, HOMEpP KapThl,
KOJ/I0BO€ CJIOBO M T.1. KOJI0OBOE CII0BO MOXKET OBITh 3aIIPOIIEHO TOJIBKO, €CITH
BBI CAMH ITO3BOHUJIM B KOHTAKT IEHT);

e llmeiiTe B BUIy, YTO €CIM BbI Iepefaere Baml TenedoH W/WIKM YCTPOMCTBO
JPYTUM TOJIb30BATENSM, OHU MOTY YCTaHOBHUTbH Ha HETO BPEAOHOCHBIN KOJ, a
B ClIy4ae Kpakl WIH YT€PH 3J0YMBIIUIEHHUKHA MOTYT BOCIIOJIb30BaThCS MM
Juid Joctyna K cucteMaM OpraHuszaluu, KOTOPbIMM Iosib30Banuch Bel. B
CBSI3U C 3THUM TIpH yTepe, kKpaxe Tenedona (SIM kapTsl), HCIONBE3yeMOro st
nonydeHuss CMC KomoB MM JOCTyna K CUCTEeMaM OpraHM3aluu C
MoOUIBHOTO MPUIIOKEHHUS

"  He3aMeUINTENIbHO MpouH(pOopMUpoBaTh OpraHu3aiuio,

"  [enecoo0pa3sHO MO BO3MOXKHOCTH OIEPATUBHO C Y4YETOM IPOYHUX
PUCKOB M OCOOCHHOCTEH UCIOJb30BaHUS Ballero TenedoHa
3a0yoKupoBaTh W mepeBbmycTuTh SIM Kapry, a Takxke CMEHHTH
napoJib B MOOUIBLHOM NMPHUIIOKEHHH;

e [Ipu o03peHNN Ha HECAHKITMOHMPOBAHHBINA JOCTYI H/MIH KOMIIPOMETAITHIO
yCTpoiicTBa HEOOX0IUMO



" CMEHUTb [apoJjib, BOCIOJIb30BAaBUIMCH  JIPYTUM  JTOBEPEHHBIM
YCTPOMCTBOM W/MJM  3a0JOKMpPOBAaTh JOCTYH, OOpaTUBIINCH B
OpraHuzanmio,

" B OTHOILICHHWHU KJIIOYEBOH MH(OPMAINH, €CIIM 3TO YMECTHO JJIs Ballen
YCIYyrM — OTO3BaTh CKOMIIDOMETHPOBAHHBIA KIIIOY 3JIEKTPOHHOM
HOINHMCH/ITH(POBAHNUS, B COOTBETCTBHH C IPABUIIAMH, OTPAKEHHBIMU
B JIOTOBOpE, MNPWIOKEHUSAX K JOrOBOPY M HHBIX JOKYMEHTax,
CBSI3aHHBIX C UCIIOJHEHUEM JIOTOBOPA,

e [loMHuTE, YTO HANIMYKE «ITATOHHON» PE3epPBHOIN KOMMU MOXKET O0JIErYnuTh U
YCKOPHUTb BOCCTAHOBJICHHE BAILIEr0 YCTPOICTBA;

e Jlyurie Bcero MCHONB30BaTh I (DMHAHCOBBIX OMEpalUil  OTAEIbHOE,
MaKCHMaJbHO 3alUIIEHHOE YCTPOUCTBO, JOCTYI K KOTOPOMY €CTh TOJIBKO Y
BaC;

e Konrtpomnupyiite cBoii Tenedon, ncrnonap3zyemsrii ais noixydenuss CMC konoB.
B cnydae Beixona u3 crpost SIM kapThl, He3aMeIUTUTEIHLHO OOpamanTech K
COTOBOMY OIIE€paTopy JUlsl yTOUHEHHs IPUUUH U BOCCTAHOBJIEHUS CBS3H.

d. Ilpu pabore ¢ KIFOYaMU ICKTPOHHOM MOIIKCH HEOOXOAUMO:

e llcionb30BaTh A XpaHEHUs KIIOYEH SJIEKTPOHHOM MOANUCH BHEIIHUE
HOCUTENIM, HACTOATEIbHO PEKOMEHIYETCS HCIOJIb30BaTh CIELHUAIbHBIE
3alIMIICHHBIC HOCUTENM KIH4eBOW HH(popManuu (KIH0YeBbIe HOCHUTEIH),
Hanpumep: e-token, cmMapT-kapTa U T.I1.,

e KpaiiHe BHUMaTENbHO OTHOCUTHCS K KIIFOUEBOMY HOCUTEIIO, HE OCTABIISTh €r0
0e3 mpucMoTpa U HE INepenaBaTh TPETbUM JIMLAM, U3BJIEKaTh HOCUTENIN U3
KOMITbIOTEPA, €CIIM OHU (KJIF0UEBbIe HOCUTENN) HE UCTIOIb3YIOTCS Ui paboThl;

e cnonp30BaTh CIOKHBIE TAPOJIM AJI BXOJA Ha YCTPOUCTBO U JUIS JJOCTYIA K
KIIFOYaM DJICKTPOHHOM IMOIMUCH/KITIOUEBBIM HOCUTEIISIM, HE XPaHUTh MapOJIu
OTKPBITOM BHJIE HA KOMITbIOTEPE/MOOUIBHOM YCTPOUCTBE.

e. Ilpu paGore Ha KOMIIBIOTEPE HEOOXOAMMO:

e llcnionb30BaTh JIMIEH3MOHHOE NpPOrpaMMHOE obecrieueHue (ornepalnroHHbIe
CHCTEMbI, O(DUCHBIC TAKETHI U T.11.);

e CBOCBpPEMEHHO YCTaHABIMBATh AaKTyallbHble OOHOBIIEHHS O0€30MacHOCTH
(oneparioHHbIE CUCTEMBI, O(UCHBIE NTAKETHI U T.11.);

e llcnionp30BaTh aHTHBUPYCHOE MpOrpaMMHOE oOOecnedeHue, peryiasipHo
OOHOBJISITH AHTUBUPYCHBIE 0a3bI;

e llcnionb30BaTh crielMan3upOBaHHbIE IPOTPAMMBI JUIS 3aIIUTHl HHGOPMALUU
(mepcoHalbHBIE ~ MEXKCETEeBblE  OKpaHbl M CpEeACTBA  3aIIUTHl  OT
HECaHKIIMOHMPOBAHHOI'O JOCTYyIa), CpeACTBAa KOHTPOJS KOHPUTYypaluu
YCTPOMCTB;

e cnonb30Bath CIOXKHBIE TAPOJIH;

e OrpaHu4uTh JOCTYI K KOMIIBIOTEPY, UCKIIOUUTD (OTPAaHUYUTH) BOZMOKHOCTh
JTMCTaHIIHOHHOTO TIOKITIOUEHHSI K KOMIIBIOTEPY TPETHUM JTUIIAM.

f. Tlpu pabote c MOOHIBHBIM MPUIIOKEHHEM HEOOXOIUMO:

e He ocraBnsate cBoe MoOuUIbHOE YCTPOMCTBO 0€3 MIpPHUCMOTpa, YTOOBI
UCKJIIIOYUTh  HECAHKIIMOHWPOBAHHOE  HCHOJb30BaHHE  MOOMIBHOTO
HPUIIOKEHHUS;

e Vcnonp30Bath TONBKO ounragbHbie MOOMIbHBIE MPUTOKEHUS;

e He nmepexoauTh MO CCbUIKAM M HE YCTaHABIMBATh MPHUIIOKEHHsI/OOHOBIECHUS
6e3omacHocTH, npumeame B SMS-coobmenuu, Push-yBegomnenun nim no
3JIEKTPOHHOM MOYTE, B TOM YKCIie OT UMEeHN OpraHusanuu;

¢ YcTaHOBUTHh HA MOOMIIBHOM YCTpPOMCTBE Maposib AJs JOCTyHa K YCTPOMCTBY
U TIPUIIOKEHUIO.

g. Ilpu oOmene nndpopmarnueil uepes cerb HTEpHET HEOOXOIUMO:



e He oTkpbIBaTh mMHucbMa W BJIOXKEHHUS K HUM, MOJYYEHHBIE OT HEU3BECTHBIX
OTIIpaBUTENIEH MO AJIEKTPOHHOM MOYTEe, HE MEPEXOIUTH MO COAepKAIIUMCS B
TaKUX MUCbMaX CChUIKAM;

e He BBOIUTH mMepcoOHANbHYI0 MH(POpPMALMIO HAa MOJO3PUTEIBHBIX CalTax u
JIpYTUX HEU3BECTHBIX BaM pecypcax;

e OrpaHM4MTh MOCEUIEHUS CAUTOB COMHUTEIBHOTO COJICPKAHMUS,

e He coxpausTh mapoiu B MaMsATH WHTEpHET-Opays3epa, eclii K KOMIIBIOTEPY
€CThb JOCTYI TPEThUX JIUIL;

e He HaxxumaTh Ha OaHHEPHI M BCIUIBIBAIOIIME OKHA, BO3HUKAIOLIUE BO BPEMs
paboThl ¢ ceTbio MHTEpHET;

e He oTkpeiBaTh (ailibl TONyYeHHBIC (CKAauyaHHBIC) W3 HEWU3BECTHBIX
HUCTOYHUKOB.

IIpy MOJO3peHHH B KOMITPOMETAI[MH KJFOYEH SJIEKTPOHHOM MOMMUCH/IIH(GPOBAHUS HIIH
HECAHKIIMOHMPOBAHHOM JIBHXKEHMH IIEHHBIX Oymar, JAEHEKHBIX CPEICTB WM MHBIX (DHHAHCOBBIX
aKTHBOB  HEOOXOAMMO HE3aMEIMTENbHO oOpamarbcss B OpraHuzamuio 1o TenedoHy
(495) 280-78-01 wnu 1o snexTpoHHOM moure info@vivait-ic.ru
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