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Pexomenpauuu
1o CO0JII0AeHUI0 MH(OPMAIMOHHOM 0€30MaCHOCTH KiaueHTaMmu O01ecTBa ¢ OrpaHuYeHHOI
O0TBEeTCTBEHHOCTbI0 « IHBecTHIIMOHHAA KOMIIaHUS «BUBaiiT» B e/IIX NPOTUBO/AeHCTBUA
HE3aKOHHBIM (PMHAHCOBBIM ONePaIUsIM.

B cootBerctBHe ¢ TpeboBanusimu [Tonoxenns banka Poccun ot 17.04.2019 Ne 684-IT1 «O6
YCTQHOBJICHUM O0S3aTEIbHBIX JJIs1 HEKPEOUTHBIX (DUHAHCOBBIX OpraHu3aluil TpeOoBaHUM K
o0ecrevYeHnI0 3aiuThl UH(GOPMAIIMKU TPU OCYIIECTBICHUU JESTEIBHOCTH B cepe (hMHAHCOBBIX
PBIHKOB B IIE€JSAX IPOTUBOJCHCTBUSA OCYILIECTBICHUIO HE3aKOHHBIX (DMHAHCOBBIX OIEpaLuiDy
OO011ecTBO C OrpaHUYEHHONW OTBETCTBEHHOCThIO «HBecTHLIMOHHAs KoMnaHus «BusaiTy» (nanee mo
TekcTy - OpraHusanus) AOBOJUT JO BalIero CBEICHHUS OCHOBHBIE PEKOMEHJALMU IO 3alUTe
uH(pOpMallMl OT BO3JCHCTBHS NPOrpPaMMHBIX KOJOB, NPUBOASIIMX K HapyHUIEHUIO IITATHOIO
(YHKLMOHUPOBAHUS CPEACTB BBIUUCIUTEIBHOM TEXHMKM (BPEIOHOCHBIM KOXI), B IEiX
NPOTHBOACHCTBUS HE3aKOHHBIM (PHAHCOBBIM OTICPAIIHSIM.

Pexomenpauu mo coOtofeHuI0 HMHPOPMALMOHHOW 0e30macHOCTH (COBOKYIIHOCTH Mep,
NPUMEHEHHE KOTOPBIX HANpPaBJICHO Ha HEMOCPEACTBEHHOE obOecredeHue 3auluThl WH(GOpMAInH,
IPOLIECCOB, PECYPCHOTO U OPraHU3allMOHHOIO OOecreueHHs, HeoOXOAMMOro JUisl HMPUMEHEHHUs
yKa3aHHBIX Mep 3amuThl (31ech u nanee tepmunbl u3 [OCT P 57580.1-2017) He rapaHTupyrOT
oOecrieyeHne KOH(DUICHIINATBHOCTH, LEIOCTHOCTH U JOCTYIHOCTH MH(pOpPMALUU, HO MO3BOJISIOT B
LIEJIOM CHMU3UTh PHUCKUM HH(POPMALIMOHHOW O€30MaCHOCTM W MHUHHUMHU3UPOBATH BO3MOXKHBIE
HEeraTHBHbIE ITOCIIEACTBUS B CIIyyae UX peau3alii.

B cBsa3u ¢ tem, yro TpeOoBaHMs MH(POPMAIMOHHOW OE30MACHOCTH TaK K€ MOTYT OBITh
OTpak€Hbl B JIOTOBOPAX, pErJlaMeHTax, MpaBUIaxX M HUHBIX JoKyMmMeHTax OpraHuzainuy,
pErIaMEeHTHPYIOIIUX MPEJOCTaBICHUE YCIyT/CepBUCOB, HACcTOsIIME PekoMeHmanuu OeicTBYIOT B
4aCTU HE MPOTUBOPEYALIEH MOJI0KEHUAM BHYTPEHHUX JOKYMEHTOB.

B nmensx cHWXeHMS pHCKa peanu3alii HHIUAEHTOB WH(GOPMAIMOHHOM 0e30macHOCTH
(TOCT P 57580.1-2017) — HexenaTebHbIC MM HEOXHIAHHBIC COOBITHS 3alIUTHI MH(OPMAIIUH,
KOTOpbIE MOTYT MPHUBECTH K PHUCKY HApYLIEHHUs BBINOJHEHHUS OW3HEC-TIpOIeccoB (KIMEHTa),
TEXHOJIOTUIECKUX TPOIIECCOB OPTaHU3AINH U (MJTH) HAPYIIUTh KOH(PDHUICHINATBHOCTH, IETTOCTHOCTH
U JIOCTYITHOCTH UH(OPMALIUU BCIIEACTBUE!

¢ HECAaHKIIMOHMPOBAHHOTO JIOCTYIIA K Balleld MHPOPMALIUH TUI[aMH, He 00J1aJar0IIuMu

IIPaBOM OCYIIIECTBJIEHUSI 3HAUYMMBIX (KPUTUYHBIX) oniepanui (B T.4. (UHAHCOBBIX);

e [0TepH (XUIIEHUS) HOCUTEINIEH KITtoUeH 3JeKTPOHHOM MOANKCH, C UCIIOIb30BAHUEM
KOTOPBIX, OCYIIECTBIISIOTCSI KpUTHYHBIC ((PMHAHCOBBIC) OTIepalniy;

® BO3/CUCTBUS BPEAOHOCHOIO KO/Ia HA YCTPOMCTBA, C KOTOPBIX COBEPIIAIOTCS KPUTHUYHBIE
(¢bunancoBBIC) OMEpaIny;

® COBEpIIEHHS B OTHOIIEHUH Bac MHBIX MPOTHBOIPABHBIX JCHCTBHIA, CBA3aHHBIX C
nH(OpPMaLIMOHHON 6€30MaCHOCTHIO.

Pexomenayercst cobmofath psii NpOoQHIAKTUYECKUX MEpOIPHUATUH, HalpaBlIeHHBIX Ha
MOBBIIIEHUE  YPOBHS  HMH(MOPMAIIMOHHOW  0E30MacHOCTH TPU  HWCIOJB30BAHUU  OOBEKTOB
uHpopMaTH3aluK (COBOKYITHOCTH OOBEKTOB, PECYPCOB, CPEJCTB U CUCTEM 00pabOTKH HH(pOpMAIIHH,
B T.4. aBTOMaTH3WPOBAaHHBIX CHUCTEM, HCITOJIb3YEMBIX /ISl oOecrieueHus: nHpopMaTH3auu Ou3HeC-
nporieccoB (TOCT P 57580.1-2017) Opranuzanumu.



BHuMaTenbHO M3ydnuTe JOTrOBOP, MPUIIOKEHHUS K JOTOBOPY U MHBIE JOKYMEHTHI, CBSI3AHHBIE C
UCIIOTHEHUEM JOTOBOpa, O3HAKOMBTECH C pa3feliaMu, IOCBSIICHHBIMU HH()OPMAIIMOHHON
0e30MmacHOCTH/KOH(PHUICHIIMATBHOCTH.

1) Ilpu_ocymiecTBJEHMH KPUTHYHBIX ((PMHAHCOBBLIX) ONEPALMIl CICIyeT MPUHHUMATH BO

BHUMaHUE PUCK TMOJIY4YEHHUs] TPETHbUMH JIMIAMH HECAHKI[MOHHPOBAHHOTO JOCTyIa K
3amuaeMon nHGOpPMaNKU ¢ LEIbI0 OCYIIECTBICHUST (DMHAHCOBBIX OIMEpaIfil JIUIaMu, HE
00JaaloMMU  [IPAaBOM HMX OCYILIECTBJICHUS, TAaKHE PUCKH MOTYT OBITh OOYCIIOBIICHBI
BKJIIOYasi, HO HE OTPAHUYMBASCH CIACAYIOIUMH PUMEPAMU:

a.

Kpaska nmaposist u uaeHTHGUKaTOpa J0CTyNa WIK UHBIX KOHQHUIEHIIMAIbHbBIX JaHHBIX,
nanpumep, CVV\CVC HoMepa KapThl, KITFOUEH 3JCKTPOHHOMN MOAMUCH/IH(POBAHUS
MOCPECTBOM TEXHMYECKHX CPEJICTB W/WIM BPEJOHOCHOTO KO/a; M HCIIOJIb30BAaHHE
3JIOYMBIIIJIEHHUKAMU  YKa3aHHBIX  JaHHBIX C  JPYyTUX  YCTPOHCTB  JUIA
HECaHKLMOHUPOBAHHOTO JJOCTYIIA;

VYcraHoBKa Ha  yCTPOMCTBO  BPEIOHOCHOIO  KOAA,  KOTOPBIH  ITO3BOJUT
37I0YMBIIIJICHHUKAM OCYIECTBUTh KPUTHYHBIE OTlepaiy oT Bamero nmenu;
HMcnonb30BaHust 3I0yMBIIUICHHUKOM YTEPSIHHOTO WK yKpazeHHoro tenedona (SIM
kapThl) A nosydeHuss CMC ko10B, KOTOpbIE MOTYT pUMEHAThCsE Opranuzanueil B
Ka4yecTBe JIONMOJHUTEIbHOM 3alIUThl s HECAHKIMOHMPOBAHHBIX (DMHAHCOBBIX
orepanuii, 4To MO3BOJIUT UM OOOWUTHU 3aLIUTY;

Kpaxkxa niM HECaHKUMOHUPOBAHHBI JOCTYH K YCTPOMCTBY, C KOTOporo Bel
NOJIb3yeTeCh yciyramu/cepsucamu OpraHu3anuy JJisl TOJXYYEHUS JaHHBIX W/WJIH
HECaHKIIMOHUPOBAHHOTO A0CTYyNa K cepBucaM OpraHuzaluy ¢ 3TOro yCTpoucTBa;
[Tony4yenune naposist ¥ uAeHTUUKATOPa NocTymna u/wim kojna n3 CMC u/winm KoJoBoro
CJIOBA U MIPOYUX KOH(UJCHIMAIBHBIX IaHHBIX, B T.4. IACHOPTHBIX JAHHBIX, HOMEPOB
C4eTOB H T.J. IyTeM oOMaHa W/WIK 3J0yHOTpeOJIeHUs JOBEpUeM, KOr/aa
3JIOYMBIIIJICHHUK TMPEACTaBIAETCSl COTPYAHUKOM OpraHu3alyy WIM TEXHUYECKUM
CHEMAJINCTOM WJIM UCHOJb3YET MHYIO JIETeHAY M MpocuT Bac coobmuTte emy 3tu
CEKpEeTHbIC JAaHHbIC; WU HalpaBigeT NOJAEIbHbIE COOOIIEHUS IO 3JIEKTPOHHOM
MOYTE WJIM MUCHMO TI0 OOBIYHOI 1OUTE ¢ MPOCHOOI MPeI0CTaBUTh HH(DOPMAITHIO HITH
COBEpPILIUTH JIeHiCTBHE, KOTOPOE MOXKET IPUBECTU K KOMIIPOMETALIUU YCTPOMUCTBA;
[lepexBara 5SIEKTPOHHBIX COOOIICHWN U TIOJYYEHHUS HECAHKIMOHUPOBAHHOTO
JIOCTyMNa K BBIIMCKAaM, OT4eTaM M mpouel (¢uHaHCOBOHM MH(popmanmu, eciu Bara
AJIEKTPOHHAS TI0YTA UCTIONB3yeTCs sl HHGOpMaIMoHHOTO oOMeHa ¢ OpraHu3aiuei.
Wnu B ciaydae moiydyeHHUs JOCTyNa K Bamled SJIEKTPOHHOW IoduTe, OTIpaBKa
coo011eHuH oT Balero MMeHu B Opranuzaiuio.

2) Jlasi cHusKeHMsl pUCKA (PMHAHCOBBIX NOTEPD!

a.

ObecrieubTe 3alllUTy YCTPOMCTBA, C KOTOPOrO BBl IOJB3YETECh YCIyraMu
Opranu3zanuu, K TakUM MepaM BKJIIOYas, HO HE OrPaHWYMBAACh MOTYT OBITh
OTHECEHBI:

e llciosnb30BaHNe TOJIBKO JIMLEH3MOHHOTO IMPOrpaMMHOTO OOecredeHus,
MOJYYEHHOT'0 U3 JJOBEPEHHBIX HCTOUHHUKOB;

e 3ampeT Ha YCTaHOBKY IPOTPaMM U3 HETIPOBEPEHHBIX UCTOYHUKOB

e Hanuuue cpeacTBa 3allMThl, TAaKUX Kak: AaHTUBUPYC (C peryyisipHO H
CBOEBPEMEHHO OOHOBIIIEMBIMU 0a3aMu), MEPCOHATILHBIN MEXKCETEBOM IKpaH;

e Hactpoiika mpaB JocTyna K YCTPOWCTBY C IEJIbIO MPEAOTBPALICHUS
HECaHKIMOHUPOBAHHOTO JIOCTYTIA;

e XpaHeHHe, HCIIOJIb30BAaHUE YCTPOMCTBA € IENbI0 M30€XKaTh PUCKOB KpPaxH
U/WIN yTepH;

e CBoeBpeMeHHbIE OOHOBJIEHHS ONEPALMOHHON CHUCTEMbI, OCOOEHHO B HacTH
oOHOBieHui Oe3zomacHocTu. MMmeliTe B BHIy, YTO OOHOBJIEHHS CHUKAIOT
PUCKH  3apaXX€HHs BPEIOHOCHBIM KOJOM. 3JIOYMBIIUIEHHHKH 4YacTo
HCIIOJIb3YIOT CTaphle YSI3BUMOCTH;



e AKTHBalLMS NAapPOJbHOM WJIM MHOM 3alIUTHI ISl JOCTYIIA K YCTPOUCTRY.
b. O6ecrneubre KOHGUACHIINATBHOCTB:

e XpaHute B TaifHe ayTeHTH(PUKALMOHHBIEC/UICHTU(UKAMOHHBIC JaHHBIC U
KIIIOYEeBYI0 WH(pOpManuoo, moinydeHHble oT Opranumsamuu: maposim, CMC
KOZbl, KOJOBBIE CJIOBA, KIIIOUM BJIEKTPOHHOM moanucu/mudpoBaHus, a B
cilyyae KOMIPOMETAIlMM HEMEJICHHO MPUMHUTE MEpHI Ui CMEHBI H/WIN
OJIOKMPOBKH;

e CoOnroaiiTe MPUHIMIT PAa3yMHOTO PACKPBITUS HHPOpPMAUM O HOMEpax
CYETOB, O BaIlIMX NACIOPTHBIX JaHHBIX, O HOMEpaX KPEAUTHBIX U AeOCTOBBIX
kapt, o CVC\CVV kopax, B ciay4ae e€ciM y Bac 3alpallrBalOT YKa3aHHYIO
uHpOpMaLMIO, B TpHUBsA3KEe € cepBucaM OpraHuzalud MO BO3MOXHOCTH
OLICHUTE CHUTYallMI0 M YTOYHUTE T[IOJIHOMOYUS M MPOLEAYpY uepe3
HE3aBUCHMBIM KaHaj, HampuMmep, uepe3 TeledoH KOHTAKT IEHTpa
Opranuzanuu.

C. IIposiBnsiTe OCTOPOKHOCTD U IIPEAYCMOTPUTEIBHOCTD:

e byibTe OCTOPOXHBI MPHU MOJTYYEHUH SJIEKTPOHHBIX MUCEM CO CCBUIKAMHU U
BJIOKEHUSIMH, OHM MOTYT MPUBECTH K 3apa)KCHUIO Balllero YCTpPOMCTBa
BPEJOHOCHBIM KOJOM. BpeaOHOCHBIN KO/, IIONAB K BaM 4epe3 dJIEKTPOHHYIO
MOYTY WJIA MHTEPHET CChUIKY HA CAMT, MOXET MOJYyYUTh OCTYH K JIOOBIM
JAHHBIM 1 MH(QOPMAIIMOHHBIM CHCTEMaM Ha BallleM YCTPOWCTBE;

e BHuMaTenbHO MpOBEpsANTE aapecaTa, OT KOTOPOTO MPHUILIO 3JIEKTPOHHOE
nuchbMo. Bxojisiiee 371eKTpOHHOE MUCEMO MOXKET OBITh OT 3J10YMBIIIICHHUKA,
KOTOpBIA Mackupyercs 1ol OpraHu3aluio Uil UHbIX JOBEPEHHBIX JIULL;

e bybTe OCTOPOXHBI MIPHU MPOCMOTpPE/paboTe C MHTEPHET CalTamH, Tak Kak
BPEIOHOCHBII KOJI MOKET OBITh 3arpy>KEH C CaiTa;

e bynbTe 0CTOpOXKHBI ¢ (haiijaMH U3 HOBBIX UM «HETOBEPEHHBIX» UCTOYHUKOB
(B T.4. apXUBBHI C MapoiieM, 3amudpoBaHHble (Pailibl/apXuBhL, T.K. TAKOTO pojia
¢aiinbl He MOTYT OBITH IpOBEpeHbl aHTUBHUPYCHBIM 1O B aBTOMaTHyeckom
pEeKUME);

e He 3axoauTe B CUCTEMbI YJAJIEHHOIO JOCTYIa C HEAOBEPEHHBIX YCTPOUCTB,
KOTOpBhIE€ BBl HE KOHTponupyere. Ha Takux ycTpoiicTBax MOXKET ObITh
BPEIOHOCHBIM KOJ, cOOMparomuii Mapoiau U WACHTU(PUKATOPHI AOCTYNA WIH
CIIOCOOHBIN OJMEHUTH ONEPALINIO;

e Crnenute 3a nH(oOpMarmeil B npecce M Ha caiite OpraHus3anuu O MOCIEAHUX
KPUTHYHBIX YSI3BUMOCTSIX U O BPEJJOHOCHOM KOJIE;

e [[py Hanuuuu B paMKax Balllero NPOAYKTAa CEpBHCAa KOHTAKT LEHTPa,
OCYIIECTBIISINTE 3BOHOK TOJIBKO IO HOMEpY TeleoHa, YKa3aHHOMY B
JIOTOBOpE WM Ha opuIManbHOM caiite Opranuzauuu. Y umeiite B BUy, 4YTO
or yuua OpraHu3aldd HE MOTYT IMOCTYNaTh 3BOHKU WM COOOILIEHUS, B
KOTOpbIX OT Bac TpeOyroT mnepenatb CMC-kon, mapoib, HOMEp KapThl,
KOZI0BO€E CJI0BO U T.A. KO/loBO€E CIIOBO MOXET OBIThH 3alpOIIEHO TOJIbKO, €CIIU
BbI CaMM [TO3BOHUJIM B KOHTAKT LEHTP;

e llmeiiTe B BHUAY, UTO €CIIM BBl TepenaeTe Baill Tele(OH W/UIK yCTPOMCTBO
JpYTUM T0JIb30BaTENsIM, OHH MOT'Y YCTAHOBUTbH Ha HErO BPEJOHOCHBIN KO/, a
B CIyyae KpakM WIN YTEpHU 3JIOYMBIIIJIEHHUKHA MOTYT BOCIIOJIb30BaThCsl UM
I poctyna K cucremam OpraHu3anyiv, KOTOPBIMU MOJIb30BaMCh Bhl. B
CBSI3M C 9THUM TIpH yTepe, Kpaxe Tenedona (SIM xapTsl), ucronszyeMoro ams
nonydenuss CMC KomoB wWiM JOCTynma K CHUCTEMaM OpraHu3alud ¢
MoOMIBHOTO MTPUITIOKEHUS:

"  He3aMeUIUTEeIbHO IpouHpopMupoBaTh OpraHuzanuio;
" [1eJ1ecO00pa3HO MO BO3MOXHOCTH OMNEPAaTHMBHO C YYETOM MPOYHUX
PUCKOB U OCOOEHHOCTEH HCIONb30BaHMs Bamiero TenedoHa
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3a0JI0KMpOBaTh M TeEpeBbITYCTUTh SIM KapTy, a Takke CMEHHUTh
napoJib B MOOUIBHOM NMPHIIOKEHHH;

e [Ipu nogo3peHny Ha HECAaHKIIMOHUPOBAHHBIA JOCTYI M/MIM KOMIPOMETALIIO
YCTPOHCTBA HEOOXOAUMO

" CMEHUTb I[apojb, BOCIOJB30BAaBIIUCh JIPYTUM  JTOBEPEHHBIM
YCTPOMCTBOM W/MJIM  3a0JOKMpPOBATh JOCTYH, OOpaTUBIINCH B
Opranuzanuio,

" B OTHOLICHMHU KJIKOYEBOI MH(OpMAIMK, €CJIM 3TO YMECTHO JJIs Ballei
YCIAYTH — OTO3BaTh CKOMIIPOMETHUPOBAHHBIA KIIFOY AJIEKTPOHHOM
HOANMCH/IIM(POBAHUS, B COOTBETCTBUH C IIPABUIIAMU, OTPaKEHHBIMU
B JIOTOBOpE, NPUJIIOKEHUSAX K JIOTOBOPY U HHBIX JIOKYMEHTaX,
CBSI3aHHBIX C UCIIOJIHEHHEM J0I0BOpa,;

e [loMHUTE, YTO HAIMYHE «ITATOHHON» PE3EPBHOIN KOMHMU MOXKET O0JIETYNUTh U
YCKOPUTBH BOCCTAHOBJIEHHUE BalIET0 YCTPONCTBA;

e Jlyumie Bcero HCHONb30BaTh JJI (DMHAHCOBBIX OlEpaluil OTAEIbHOE,
MaKCHUMAaJIbHO 3aIlUIIEHHOE YCTPOUCTBO, AOCTYI K KOTOPOMY €CTh TOJIBKO Y
Bac;

e Konrtposnupyiite cBoil TenedoH, ncnoab3zyemslii 15 noixydenuss CMC kozoB.
B cnyuae Bbixona u3 crpost SIM kapTbl, He3aMeUIUTENFHO OOpalaiTech K
COTOBOMY OII€paTOpy Ul YTOYHEHMSI IPUYMH U BOCCTAHOBJICHHUS CBS3H.

d. Tlpu pabote ¢ KIIFOYaMHU 3JIEKTPOHHOI MOAMUCH HEOOXOIUMO:

e Vcnonp30BaTh JUIsl XpaHEHUS KIIOYEH SJIEKTPOHHOW MOJNMCH BHELIHHE
HOCHUTEJIM, HACTOATEIbHO PEKOMEHAYETCSl HCI0JIb30BAaTh CIELHaIbHbIC
3AIUIICHHBIC HOCUTEIN KIHUYeBOH HHpOpManuu (KIHOUYeBbIe HOCHUTEINN),
Harpumep: e-token, cMapT-KapTa u T.II.,

e KpaiiHe BHUMATEIbHO OTHOCUTBHCSA K KJIFOUEBOMY HOCUTEIIIO, HE OCTABIISATH €T0
6e3 mpucMoTpa U He IepelaBaTh TPETbUM JIMLIAM, U3BJIEKAaThb HOCHUTENIN U3
KOMITBIOTEPA, €CITM OHU (KITFOUEBbIE HOCUTEH) HE UCTIOIB3YIOTCS IS pabOoTHI;

e llcnionb30BaTh CIOXKHBIE MApPOJIM AJIS BXOJa Ha YCTPOMCTBO U I JOCTYIA K
KITFOYaM DJICKTPOHHOM IMOIIMTUCH/KITFOUEBBIM HOCUTEIISIM, HE XPaHUTh MapOJIu
OTKPBITOM BHJIE Ha KOMITbIOTEPE/MOOUIBHOM YCTPOUCTBE.

e. Ilpu paGote Ha KOMIBIOTEPE HEOOXOAUMO:

e llcnionb30BaTh JIMIIEH3MOHHOE MpPOTrpaMMHOE obecreueHue (ornepalnroHHbIe
CHCTEMBbI, OUCHBIE MTAKEThI U T.]1.);

e CBOEBPEMEHHO YCTAHABJIMBATH AaKTyalbHble OOHOBJIEHMS O€30MacCHOCTU
(onepanroHHbIE CUCTEMBI, O()UCHBIE TAKETHI U T.1.);

e llcionb30BaTh  aHTHUBUPYCHOE NPOTPaMMHOE OOECIEYEeHUE, pPEryJspHO
OOHOBJIISITH AHTUBUPYCHBIE 0a3bl;

e cnonp30BaTh crieqUan3MpOBaHHBIE TPOrPAMMBI JIJIS 3alIUTHI HH(OpMauu
(mepcoHanbHBIE ~ MEXKCETEBbIE OSKpaHbl M  CpPEACTBA  3alIUTBl  OT
HECAaHKIIMOHMPOBAHHOTO JIOCTYNA), CPEICTBA KOHTPOJIA KOH(UTrypauuu
YCTPOMCTB;

e lIcnionp30BaTh CIOXHbBIE TAPOJIN;

e OrpaHU4MTh AOCTYN K KOMIBIOTEPY, HCKIIIOYUTD (OrpaHUYUTH) BO3MOXKHOCTb
JUCTAaHIIMOHHOTO MOAKIIOUEHHUS K KOMIIBIOTEPY TPETHUM JIULIAM.

f. Tlpu paboTe ¢ MOOHIBLHBIM MPUIIOKEHHEM HEOOXOTUMO:

e He ocraBusate cBoe MoOmibHOE YyCTpOHCTBO 0€3 MpHucMOTpa, 4YTOOBI
UCKJTIOYHTD HECaHKLMOHUPOBAHHOE HCIIOJIb30BaHUE MoOuapHOTO
IIPUIIOKEHUS;

¢ Vcnonp30Bath TONMBKO OunraibHbie MOOMIbHBIE PUITOKEHHUS;



e He mepexoauTh Mo CChUIKAM M HE YCTAHABIMBATh NPUIIOKCHHS/OOHOBICHUS
Oe3onacHocTH, pumieamue B SMS-coobmenuu, Push-yBegomnennn nnm mo
AIIEKTPOHHOH MOYTE, B TOM 4Hcie OT uMeHH OpraHu3amim;

¢ YcTaHOBUTH HAa MOOMIIBHOM yCTPOMCTBE MAapOIIb JUIS TOCTYHa K YCTPOMCTBY
Y TIPUII0KEHUIO.

g. IIpu obmene undopmarnueii yepes cets MIHTEpHET HEOOXOIUMO:

e He OTKpbIBaTh MHUChbMA U BIIOXKEHUS K HUM, IOJy4CHHBIE OT HEU3BECTHBIX
OTHpABUTENEH 10 AIEKTPOHHOHM MOYTE, HE MEPEXOJUTh 10 COJCPIKAIIUMCS B
TaKUX MMUChbMAaX CCBUIKAM;

e He BBOAWTH NEpCOHATBHYIO HMH(POPMAIMIO Ha TOAO3PUTEIBHBIX caiiTax H
JPYruX HEU3BECTHBIX BaM pecypcax;

e OrpaHU4YMTh MOCEIICHHUS CAUTOB COMHUTEIILHOTO COJICPKAHUS;

e He coxpausTh mapoiu B MaMsATH WHTEpHET-Opays3epa, eclii K KOMIIBIOTEPY
€CTh JIOCTYI TPETHUX JIUII;

e He HaxkuMaTh Ha GaHHEPHI U BCIUIBIBAIOIINE OKHA, BO3HUKAIOIINE BO BPEMs
paboThl ¢ ceTbto MHTEpHET;

e He otkpeBarh (haiilnel modydeHHbIE (CKayaHHBIE) W3 HEU3BECTHBIX
MCTOYHHKOB.

IIpy MoJO3peHMH B KOMIIPOMETAIMH KIIFOYEH OSJIEKTPOHHOM MOMMUCH/IIH(GPOBAHUS HIIH
HECAHKIIMOHMPOBAHHOM JBHXKEHMH IIEHHBIX Oymar, JEHEKHBIX CPEICTB MM MHBIX (DHHAHCOBBIX
aKTHBOB  HEOOXOAMMO HE3aMEIMTENIbHO oOpamarecsi B OpraHuzamuio 1o TesedoHy
(495) 280-78-01 wnu 1o snexTpoHHOM moure info@vivait-ic.ru
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